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1532-0464/ 2014 Elsevier Inc. All rights reserved.Recent developments in healthcare technology have made pos-
sible the collection, storage, management and sharing of massive
amounts of medical data [1], including demographic, diagnosis,
and medication information, as well as radiology images, labora-
tory test results, doctors’ entries and comments. These types of
data are often stored in Electronic Medical Record/Electronic
Health Record (EMR/EHR) systems [2,3] that are increasingly
adopted by healthcare institutions.
The use of medical data can advance medical science and prac-
tice. For example, useful knowledge can be extracted through data
mining tools and medical errors can be reduced through alerts. At
the same time, the reuse of medical data offers the potential to
improve medical research by spawning a wide spectrum of appli-
cations, which range from enabling post-marketing safety evalua-
tion to increasing preparedness for health-related risks (e.g.,
through experiences patients share in health social networks).
However, the reuse of medical data must be performed in a way
that addresses important privacy concerns.
Preserving medical data privacy is not only an ethical but also a
legal requirement, posed by several data-sharing regulations and
policies worldwide, such as the Privacy Rule of the Health Insur-
ance Portability and Accountability Act (HIPAA) in the US [4], and
the Data Protection Act in the UK [5]. In fact, privacy preservation
is required in many phases of the healthcare information lifecycle,
including data collection, communication and sharing, as well as
the knowledge management of healthcare information. To achieve
this, techniques, including cryptography, access control, and data
anonymization, may be employed. However, the development of
techniques that preserve medical data privacy is very challenging,
due to the complex semantics of medical data and the speciﬁc
requirements of medical data owners, custodians, and data
recipients.
This special issue is devoted to state-of-the-art privacy-preserv-
ing methods for medical data. The area of medical data privacy has
received considerable attention in recent years, which has led to a
wealth of novel informatics methods being proposed in the
research literature. We received a total of 55 submissions to this
special issue from which 20 manuscripts were selected for inclu-
sion, leading to an overall acceptance rate of 36.4%. The selection
of the accepted papers was made after a rigorous reviewing pro-
cess. The papers included in the special issue are organized in three
categories: (i) data anonymization, (ii) text de-identiﬁcation, and
(iii) privacy-preserving access and integration.
Data anonymization: This category collects papers on methods
for anonymizing medical data. There are 10 papers in thiscategory: the ﬁrst 8 papers are based on the non-interactive
data sharing scenario, in which anonymized medical data are
disseminated to support intended studies; the remaining 2 papers
employ differential privacy, a noise addition approach that
aims to conceal sensitive information in aggregate query
answering.
The ﬁrst paper by Gkoulalas-Divanis et al. [6] presents a sys-
tematic review of more than 45 algorithms that have been pro-
posed for publishing structured patient data, in a privacy-
preserving way. In this paper, the authors derive insights on the
operation of the privacy algorithms and highlight their advantages
and disadvantages. Some promising directions for future research
in this area are also discussed.
Fu et al. [7] discuss an open issue with existing privacy-preserv-
ing algorithms, which may fail to eliminate all sensitive inferences
about individuals. To solve this issue, the authors propose a model,
called SPLU, which protects sensitive information while supporting
responses to aggregate queries with high accuracy. A sanitization
algorithm enforcing SPLU is introduced and experimentally evalu-
ated on real datasets.
The paper by Gal et al. [8] studies utility issues in medical data
publishing with the goal of improving the utility of anonymized
data for statistical analyses that are frequently conducted in bio-
medical research. The authors propose a method to generate syn-
thetic data based on the statistical distribution of the original
data in a way that the released data remain useful for tasks that
depend on linear and logistic regression. The proposed method is
evaluated on real cancer surveillance data.
Loukides et al. [9] introduce an approach for preventing patient
re-identiﬁcation based on diagnosis codes. The approach uses dis-
association, an operation that segments records into carefully
selected subsets. By doing so, the approach is able to preserve data
utility signiﬁcantly better than existing methods that are based on
data generalization or suppression.
Kohlmayer et al. [10] focus on the problem of data anonymiza-
tion in distributed settings. The authors propose a method to con-
struct an encrypted global view of a dataset, which is subsequently
anonymized. The dataset can be distributed either horizontally
(i.e., different parties hold different records) or vertically (i.e., dif-
ferent parties hold different attributes of the dataset for all the
records), and the global view can be anonymized by employing dif-
ferent algorithms.
Landberg et al. [11] propose a new privacy model, called d-
dependency, together with algorithms for protecting XML data.
The authors provide general rules for transforming a private XML
schema into a published schema, and for mapping XML data to a
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tally evaluated on both real and synthetic data.
The anonymization of electronic health-data streams is studied
in the paper by Kim et al. [12], where the authors propose a new
method for protecting such streams. The proposed method is
shown to scale better than state-of-the-art approaches as it mini-
mizes the delay incurred in the processing of the data stream. A
post-processing strategy is introduced in an effort to increase the
utility of the anonymized data.
Khokhar et al. [13] focus on the problem of publishing anony-
mized data with an optimal trade-off between data utility and pri-
vacy. To address this problem, the authors propose a cost model,
which can be used to identify such a trade-off in terms of monetary
value. This model can be used together with different anonymiza-
tion techniques, and it can help data providers to make informed
decisions about the way they share person-speciﬁc health data.
The papers by Chen et al. [14] and Yu et al. [15] employ the dif-
ferential privacy model to protect individuals. More speciﬁcally,
Chen et al. [14] propose a private DNA motif ﬁnding algorithm in
which a DNA owner’s privacy is protected by e-differential privacy.
This work provides provable privacy guarantees that are indepen-
dent of the adversaries’ background knowledge and is optimized
for processing large-scale DNA sequences. The performance of
the proposed algorithm is experimentally evaluated using real-life
genomic data.
Yu et al. [15] propose a scalable privacy-preserving data sharing
method for supporting genome-wide association studies. The pro-
posed method extends the methods by Uhler et al. [16] for releas-
ing differentially-private v2-statistics by allowing for an arbitrary
number of cases and controls. This work also provides a new inter-
pretation of the methods by assuming that the controls’ data are
known. The performance of the proposed method is assessed using
risk-utility analysis on a real dataset consisting of DNA samples.
Text de-identiﬁcation: This category collects 4 papers reporting
on text de-identiﬁcation methods, one of the most researched
directions in the area of medical data privacy. The goal of these
methods is to ensure that text data can be shared in a way that
does not reveal any health information that must be kept
conﬁdential.
The ﬁrst paper in this category, authored by Meystre et al. [17],
studies the impact of text de-identiﬁcation on the informativeness
and clinical information content of the clinical notes. For the pur-
poses of this study, the authors use ﬁve different text de-identiﬁca-
tion systems to process clinical notes. They conclude that the
impact of de-identiﬁcation is small but not negligible, and can be
further reduced by improved methods.
In the next paper, Grouin and Neveol [18] present several
experiments on de-identifying clinical notes authored in French,
where automatic pre-annotation is followed by human annotation.
This paper provides several insights on how to design a protocol to
build a de-identiﬁed corpus by optimizing time, annotation quality
and annotator experience.
In a similar vein, the paper by South et al. [19] presents a study
that evaluates the effects of machine pre-annotation and an inter-
active annotation interface on manual de-identiﬁcation of clinical
text. The paper presents a new approach for building the de-iden-
tiﬁed document corpus by replacing annotated protected health
information with realistic surrogates automatically generated by
web-harvesting (e.g., for people and location names) and random
generation methods (e.g., for dates and identiﬁers). Last, the
authors describe their corpus dissemination plan and request
process.
Deleger et al. [20] investigate methods to create a de-identiﬁca-
tion gold standard dataset that is both suitable for external sharing
and valuable for research purposes. The motivation of this workstems from the lack of sharable de-identiﬁed medical datasets.
The corpus is built from 3503 randomly selected clinical notes
for external sharing with newly generated realistic protected
health information. The paper shows that the corpus can be used
for machine learning based de-identiﬁcation research with limited
drop in performance as compared to the original dataset.
Privacy-preserving access and integration: This category collects
papers on methods for preserving privacy when accessing or inte-
grating data. There are 6 papers in this category; the ﬁrst two
papers consider the problem of controlling data access, the next
two papers propose methods for integrating different datasets,
and the last two papers investigate how multiple parties can col-
laboratively perform a task in a privacy-preserving way.
The paper by Le et al. [21] provides an evaluation of the authors’
enhanced role-based access control (EnhancedRBAC [22]) model to
coordinate information access in collaborative processes for a
statewide clinical education initiative program. The EnhancedRBAC
method is experimentally shown to achieve nearly perfect perfor-
mance in sensitivity, speciﬁcity, and accuracy using a gold stan-
dard dataset of 512 sample cases developed by a human expert
panel.
Jones et al. [23] present the Secure Anonymised Information
Linkage (SAIL) Gateway, a system that was established in Wales,
UK, to provide secure, remote access to health-related, routinely-
collected data. The paper discusses the architecture and operation
principles of SAIL, as well as recent developments and extensions
that are necessary to address emerging issues in secure data
linkage.
The paper by Randal et al. [24] proposes a privacy-preserving
record linkage method that uses Bloom ﬁlters. The proposed
method is applied to two large, hospital datasets, which have more
than 26 million records in total, and it is compared to an existing
method that uses unencrypted personal identiﬁers. The experi-
mental results show that the quality of linkage for the two meth-
ods is very similar. This suggests that it is possible to link large
datasets effectively, while preserving privacy.
In the next paper, Kamateri et al. [25] study the problem of
medical data integration to support clinical research and propose
a solution that capitalizes on Linked Data technologies to restrict
data availability based on set privacy preferences. The proposed
solution facilitates the easy discovery and integration of medical
data across distributed sources with diverse privacy constraints
at a Web scale.
Recognizing the need for fairly retrieving encrypted private
medical records outsourced to remote untrusted cloud servers,
Wang et al. [26] propose a fair remote retrieval model in which
either t investigation committee members cooperatively retrieve
the original medical data or none of them can get any information
on the medical records. The proposed scheme is provably secure
based on the difﬁculty of computational Difﬁe–Hellman problem
in the random oracle model. The analysis conducted by the authors
shows that the scheme is also efﬁcient in terms of communication
and computation.
The last paper in the special issue, by Bos et al. [27], discusses
possible practical application scenarios for homomorphic encryp-
tion to protect the privacy of sensitive medical data. In this paper,
the authors propose an interesting approach to conduct predictive
analysis privately on homomorphically encrypted medical data,
along with a working implementation of a prediction service run-
ning in the cloud. The implemented prediction service takes as
input private encrypted health data and returns in encrypted form
the probability that patients are suffering from cardiovascular
disease.
The papers in this special issue present a snapshot of the cur-
rent empirical and theoretical work on informatics methods in
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both interesting and inspiring. We would like to thank all the
authors of the articles that appear in this issue for their hard work
and the reviewers for their valuable and timely reviews. We also
extend our gratitude to the JBI associate editors who handled the
review of papers on which the guest editors appeared as authors
or coauthors. Thanks is also due to the JBI Editor-in-Chief, Prof.
Edward H. Shortliffe, for giving us the opportunity to organize this
special issue and for his great help throughout this process. His
willingness to give his time so generously has been very much
appreciated. Last but not least, we want to thank the JBI staff for
their valuable help.
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